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APPAEIATUS AND METHOD FOR SERVING DATA 

Field of Invention 

The invention described herein relates to web servers and 
more particularly to a wireless web server operable to 
communicate with the world wide web, without the use of 
;U landlines. 

f:; Background of the Invention 

|,L Web servers are commonly used to serve data to inquiring 

1=1. users communicating on the world wide web. Usually web servers 
fl are rather large, personal computer-sized machines operable to 
serve vast quantities of data, which machines remain permanently 
connected to a land-based network such as the world wide web on 
the Internet. Such web servers normally use a Transmission and 
Control Protocol/Internet Protocol (TCP/IP), for data signals 
received and transmitted by the web server and thus are 
compatible with conventional browsers running at user computers 
at various locations. 

The location permanence of web servers usually requires that 
any information that the servers are to serve be gathered 
remotely and then communicated to the web server, often using the 
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internet, for storage in a database at the web server. This 
communication of information to be served by the web server may 
be achieved in a variety of ways, including the use of a radio 
link between the web server and a data acquisition device. The 
data acquisition device may be associated with a radio 
transceiver, which transmits, usually on a private channel to the 
stationary, permanently connected land-based web server, 
information acquired by the data acquisition device. Thus, 
remote devices can communicate with the land-based web server to 
provide it with information that can be served to users via 
landlines supporting the internet. 

One problem with this approach to acquiring data is that the 
transceiver associated with the data acquisition device is often 
continuously broadcasting data from its remote location to the 
fixed land-based web server, so that the information available 
from the land-based web server is always up to date or up to the 
minute, for example. This continuous broadcasting of information 
results in the requirement to continuously supply power to enable 
continuous broadcasting and renders the broadcast signals 
susceptible to detection and tapping. 

What would be desirable therefore, and is an objective of 
the present invention, is a method and apparatus for serving data 
which is more mindful of energy usage, and which is less 
susceptible to detection and tapping. 



Sunimary of the Invention 

The invention described herein addresses the above problems 
by providing an apparatus and method for serving data which 
involves a web server and a communications interface operable to 
convey internet messages to and from the web server using a 
wireless digital packet network, to permit the web server to act 
as a wireless web server. This permits the web server to be 
located remotely of conventional internet landlines and enables 
O the webserver to be located in proximity to a data acquisition 
'SI unit which acquires data for the web server to serve. 
O Effectively, the web server becomes a wireless web server. This 

in 

55 proximity eliminates the need to continuously broadcast acquired 
data to the web server as the web server and data acquisition 
41 unit can be hard wired in communication with each other, although 
U they need not be. In addition, the communication interface may 
be configured such that it only broadcasts data to a receiving 
base station, in response to a request previously broadcast from 
the base station. The base station may be in communication with 
conventional landlines which provide access to the land based 
internet which allows users with access to the internet anywhere, 
by any means to obtain information from the wireless web server. 
Thus, in effect, the wireless digital packet network is used in 
place of landlines to convey internet messages to and from the 
web server. This enables the web server to be portable, 

3 



permitting it to be installed in a vehicle, for example. It also 
enables the web server to be located in remote areas in which 
there is no landline access to the internet. 

In accordance with one aspect of the invention there is 
provided an apparatus for serving data. The apparatus comprises 
a web server and a communications interface operable to convey 
internet messages to and from the web server using a wireless 
digital packet network. 

The commimications interface may be operable to transmit and 
receive internet messages on a cellular digital packet network 
and operable to receive Transmission and Control Protocol 
(TCP/IP) messages from the web server for transmission on the 
wireless digital packet network. The communications interface 
may be also operable to transmit internet messages according to 
the TCP/IP protocol to the web server. The communications 
interface may comprise a wireless transceiver for transmitting 
and sending internet messages on the wireless digital packet 
network. 

The web server is operable to receive and store data to be 
served. The apparatus may further include an input interface 
operable to receive a signal from a sensor and produce a data 
representation of the signal, for storage as data to be served by 
the web server. 
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The web server and the communications interface may be 
connected to each other or may be joined to each other and/or may 
be housed in a common housing, which may be portable. 

In accordance with another aspect of the invention, there is 
provided a method of serving data. The method comprises 
receiving a data request message from a wireless digital packet 
network, requesting data from a wireless web server in response 
to the data request message and transmitting on the wireless 
digital packet network a response message including data produced 
by the wireless web server in response to the data request 
message. 

The method may further include extracting a Transmission and 
Control Protocol (TCP/IP) message from a wireless digital packet 
network protocol message and transmitting the TCP/IP message to 
the wireless web server. 

The method may further comprise inserting a TCP/IP message 
from the wireless web server into a wireless digital packet 
network protocol message for transmission on the wireless digital 
packet network. 

In accordance with another aspect of the invention, there is 
provided a method of requesting data from a server. The method 
comprises transmitting a message on a wireless digital packet 
network for use by a wireless web server operable to receive 
messages from the wireless digital packet network. Transmitting 
the message may involve producing a wireless digital packet 



network message containing a Transmission and Control 
Protocol/ Internet Protocol (TCP/IP) message. The method may 
further involve receiving, from the wireless digital packet 
network, a message produced by the wireless web server. 

Other aspects and features of the present invention will 
become apparent to those ordinarily skilled in the art upon 
review of the following description of specific embodiments of 
the invention in conjunction with the accompanying figures. 

Brief Description of the Drawings 

The invention will now be described in greater detail with 
reference to the accompanying drawing which comprises: 

a pictorial representation of an apparatus for serving data, 
according to a first embodiment of the invention. 

Detailed Description of the Invention 

Referring to the Figure, an apparatus for serving data, 
according to a first embodiment of the invention is shown 
generally at 10. The apparatus includes a web server shown 
generally at 12 and a communications interface shown generally at 
14. The communications interface 14 is operable to enable the 
web server 12 to send and receive messages on a wireless digital 
packet network shown generally at 16 and thus, together the web 



server 12 and the communications interface 14 act as a wireless 
web server. In this embodiment, the wireless digital packet 
network 16 is a cellular digital packet data {CDPD) network and 
thus provides wireless communications coverage of a geographical 
area in the same manner as a cellular telephone network. 
Alternatively a paging network or other wireless network may be 
employed. 

In this embodiment/ the web server 12 and communications 
interface 14 are provided in a common compact, portable housing 
17 with its own power supply, such as a battery (not shown) to 
form a mobile, remote unit which may be carried on a person or 
asset, such as a vehicle, or other equipment, for example, unlike 
a land-based server. 

In this embodiment, the web server 12 is provided by a 

conventional chip set 18, which in this embodiment includes a 

processor circuit chip 20 and a memory chip 22, in communication 

with each other. Such a chip set is available from a plurality 

of manufacturers. The processor circuit chip 20 includes a 

processor circuit portion 24, an input/output (I/O) port 26 and a 

communications port 28. In this embodiment, the processor 

circuit portion 24 includes a central processing unit (CPU) 30 

and a program memory portion 32 which may include volatile and 

non-volatile Random Access Memory, for example. The processor 

circuit portion 24 is in communication with the I/O port 26 and 

is operable to receive digital representations of signals 

7 



presented to the I/O port, from signal and/or data producing 
devices such as sensors or other processor circuits, for example. 
Such sensors may include a Global Positioning System (GPS) 33, 
for providing signals representative of a geographical position 
of the unit, for example. Alternatively, aircraft, railway or 
shipping locators or beacons may provide geographical information 
signals. Other sensors may include fuel level, water level, 
temperature, and/or other engine condition measurement 
parameters, where the unit is installed on a vehicle, for 
example . 

In addition, or alternatively, the I/O port 26 may provide 
for sensor devices to be temporarily connected to the I/O port. 
Such sensors may include heart rate monitoring devices, patient 
temperature monitoring devices, blood pressure monitoring 
devices, for example, where the unit is to be used in a paramedic 
application such as in an ambulance or other rescue vehicle. Or, 
the sensors may include an interface to an existing computer 
system, such as in a utility substation, for receiving signals 
indicative of alarms or other status conditions of systems within 
such substation, for example. Or, the sensors may include 
humidity, temperature, and pressure measurement parameters, where 
the unit is stored in a cargo bay of a transportation vehicle, 
for example. 

In addition, or alternatively, the I/O port 26 may provide 
for receipt of audio and/or video signals, for example. Such 
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devices would allow monitoring of environment conditions, for 
example. 

The program memory portion 32 of the processor circuit 
portion 24 is programmed with codes representing instructions for 
directing the CPU 30 to carry out the functionality described 
herein, including directing the CPU to read the I/O port 26 at 
certain intervals, to acquire data from the I/O port and store 
such data in a database 27 created and maintained by the 
processor circuit portion 24 in a non-volatile portion of the 
program memory 22. The program memory 22 is thus programmed with 
codes which direct the CPU 30 to act as a database manager for 
storing a database of information received at the I/O port 26. In 
addition, the program memory 22 is programmed with codes which 
direct the CPU 30 to interact with the communications port 28, to 
receive messages at the communications port in accordance with 
the Transmission and Control Protocol/Internet Protocol (TCP/IP) 
and to respond to those messages with response messages in 
accordance with the same protocol. Incoming messages received at 
the communications port 28 may include conventional web server 
request messages which would normally be received, if the web 
server were connected to a landline, in accordance with the usual 
method by which web servers are connected for world wide web 
communications. Such incoming messages may be requests for data 
from the database by remote users navigating to the web server 
using conventional browsers, for example. 
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Outgoing messages produced by the CPU 30 are conventional 
web server response messages that the web server would produce if 
it were connected by a landline in accordance with the usual 
methods by which web servers are connected for world wide web 
communications. Outgoing messages may include conventional web 
server responses to queries, for example. Thus, the web server 
12 functions like any land based web server would, with the 
exception that instead of a land- based communications channel to 
connect it to the internet, a wireless digital packet network is 
used. 

While conventional land based web servers are normally 
designed to serve mass quantities of data, the web server 12 of 
this embodiment, is intended to serve a relatively small amount 
of data. Where portability is not a concern there is no need to 
provide the web server 12 as a chip set 18, and it may be 
provided by a conventional server computer having a form factor 
much like a personal computer, for example. This type of web 
server 12 may be fixed in a geographic location such as in a 
remote substation where it may be necessary to serve a relatively 
large amount of data for example, but where mobility of the web 
server is not a concern. Mobility of the web server is 
beneficial in some applications, but not required. 

In this embodiment, the web server 12 and communications 
interface 14 are connected together as separate units but could 
be joined on a single substrate such as a circuit board, for 

10 



example. Generally, the web server 12 and communications 
interface 14 are in close proximity to each other and each is 
dedicated to serving the other. For example, messages produced 
by the communications port 28 are received by the communications 
interface 14, according to the TCP/IP format. The communications 
interface 14 includes a packet handling unit 34 which assembles 
TCP/IP messages it receives from the communications port 28 into 
data packets according to a Cellular Digital Packet Data (CDPD) 
network protocol, where the TCP/IP messages are treated as 
payload data in such CDPD packets. CDPD packets produced in this 
manner are forwarded to a wireless transceiver 36, which drives 
an antenna 38, for transmitting the CDPD packets on the CDPD 
network 16, for reception by a CDPD base station 40. The CDPD 
base station 40 extracts the TCP/IP packets from the CDPD packets 
and transmits them on the internet 42 via landlines 44 in the 
usual manner. 

Similarly, TCP/IP packets received at the base station 40 
which are destined for the web server 12, are inserted as payload 
data in CDPD packets which are transmitted by the base station to 
the communications interface 14. At the communications interface 
14, signals representing the CDPD packets are received at the 
antenna 38 and are demodulated and received by the wireless 
transceiver 36. The wireless transceiver 36 produces digital 
representations of the CDPD data packets and provides such 
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digital representations to the packet handler 34, which extracts 
the TCP/IP message from the CDPD packets and provides the TCP/IP 
message as an incoming message to the communications port 28 for 
reception by the CPU 30. 

It will be appreciated that the wireless transceiver 36 and 
base station 40 pass control signals to each other, much like 
cellular telephones pass such control signals to each other, so 
that the base station "is aware" that the transceiver is active 
and available. However, the web server 12 does not self initiate 
transfers of data from its database to requesting computers on 
the world wide web, but rather remains in an information 
gathering mode, continuously gathering and storing data until a 
request for data is received through the communications interface 
14. Such request may be initiated by anyone having a computer 
operable to communicate on the internet to access a given IP 
address located by a Uniform Resource Locator (URL) for example, 
associated with the web server 12. 

Thus, for example if a unit such as the device 10 shown in 
Figure 1 were installed on a vehicle such as a personal 
automobile, for example, the unit may be continuously acquiring 
data from a Global Positioning System (GPS) receiver 33 regarding 
the whereabouts of the vehicle. In the event that the vehicle is 
stolen, the owner may simply use a browser on any web-connected 
device to navigate to the URL associated with the web server 12, 

in which case connection requests according to the TCP/IP 
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protocol are ultimately received at the base station 40 and 
transmitted to the device 10 using the CDPD network 16. The 
device 10 receives such connection requests and responds with a 
response message which may include an HyperText Markup Language 
(HTML) web page including a presentation of stored or real time 
data from the GPS receiver 33 for example, which is first 
formatted by the CPU 30 and/or communications port 28 to produce 
a message according to the TCP/IP protocol. This message is then 
inserted as payload data into a message which is transmitted by 
the wireless transceiver 36 on the CDPD network 38. The base 
station 40 receives the message and extracts the TCP/IP message 
and transmits it back to the user over the internet so that the 
user sees a web page containing the current position of the 
vehicle . 

Thus, by providing a remote web server communicating with 
the internet using only a wireless digital packet network, the 
web server can be remotely located and/or mobile enabling it to 
gather data at the source of the data. The use of a web server 
in this application enables anyone with a communications device 
that is web-connected to use the internet, from anywhere in the 
world, to access data on the web server. Thus, the data is 
provided in a common format used by virtually everyone with 
access to the internet. If only one user, or a limited number of 
users are provided access to the web page, using password 
protection for example, requests made to the server are likely to 

13 



be sparse and sporadic, making it difficult to determine when the 
web server is communicating with a requesting user. Furthermore, 
broadcast equipment is substantively used only when requests or 
responses to requests are made, avoiding excessive use of power. 
Data acquisition can occur continuously in the background on any 
number of channels, using a hardwired system, thereby avoiding 
continuous broadcasting of data, resulting in reduced usage of 
power for broadcasting and reduced risk of detection. 

While specific embodiments of the invention have been 
described and illustrated, such embodiments should be considered 
illustrative of the invention only and not as limiting the 
invention as construed in accordance with the accompanying 
claims . 
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